ISPConfig nginx Logfiles an Graylog-
Server schicken

Diese Konfiguration schickt nginx Access- und Errorlogs Uber GELF an einen Graylog-Server. Der GELF-Input im
Graylog sollte naturlich aktiviert sein. Das Pattern-Matching funktioniert leider noch nicht exakt.

/etc/logstash/patterns.d/nginx-access.conf
NG NX_VEBSI TE /[~ ]+ [A ]+ [~ ]+ [M]+ (2<website>[~]+)/

/etc/logstash/patterns.d/nginx-error.conf

HTTPERRORDATE 9% DAY} 9% MONTH} % MONTHDAY} % TI ME} % YEAR}
NG NXERRORLOG \ [ % HTTPERRORDATE: t i nest anp}\] \[ %4 WORD: severity}\] \[client 9% | PORHOST: cli el

/etc/logstash/conf.d/nginx.conf

# nginx | og input
i nput {
file {
type => "ngi nx-access"
path => ["/var/l og/ispconfig/httpd/*/access.|o0g"]

I8
file {
type => "nginx-error"
path => ["/var/l og/ispconfig/httpd/*/error.|og"]
}
}
# filters
filter {
if [type] == "nginx-access" {
grok {
mat ch => { "nessage" => "% COVBlI NEDAPACHELOG " }
}
grok {
patterns_dir => [ "/etc/logstash/patterns.d" ]
match => [ "path", "% NG NX_VEBSI TE}" ]
}
if [type] == "nginx-error" {

grok {
mat ch => { "nessage" => "% NG NXERRORLOG " }
patterns_dir => ["/etc/|ogstash/patterns.d"]

}
if !1("_grokparsefailure" in [tags]) {

nmut ate {

remove_field => [ "nmessage" ]

add_field => ["tinmestanp_submitted", "% @i nestanmp}"]
}

date {
match => [ "tinestanp”, "EEE MW dd HH nm ss yyyy" ]
remove_field => [ "tinestanp" ]

}

geoi p {
source => "clientip"
}
}
}



}

# out put
out put {
#stdout {
# #codec => "plain"
# codec => "rubydebug"
#}
gel f
host => "l og. nyserver. de"
port => 12201
}
}
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